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How can the security of a system be 
compromised?



What is cyber security? 



What are the properties of a  
secure system? 
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What are the properties of a  
secure networked system? 
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Motivations

Why do people break into systems?



Kinds of Attacks

How can the security of a system be compromised?

• Malware: worm, 
virus, trojan, rootkit, 
adware, spyware, …

• Phishing
• Ransomware
• Botnets
• …

• Passwords
• SQL injection
• Cross-site scripting 

(XSS)
• DoS
• MitM
• Packet sniffing





Avoiding Attacks

What kinds of defenses can be used against 
cyberattacks?







Liability

Are businesses liable for damages to individuals if 
their information is stolen from a computer 
system?



Black Hat Hacking



What are the penalties for cybersecurity attacks?



Gray Hat Hacking



White Hat Hacking
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Penalties for Hacking

The U.S. Computer Fraud and Abuse Act covers:

• Transmitting code that causes damage to a 
computer system

• Accessing without authorization any computer 
connected to the Internet

• Transmitting classified government information
• Trafficking in computer passwords
• Computer fraud
• Computer extortion



The Firesheep Incident

A programmer releases Firesheep, a Firefox browser extension that 
makes it easy to sidejack open Web sessions.

You install Firesheep. When someone in your WiFi network visits an 
insecure web site, information about that user is shown in a sidebar. By 
double-clicking on the user’s photo, you can “become” that user.

Websites have the responsibility to protect their users. If they do not, 
you can “teach them a lesson” with Firesheep. The author of the 
browser extension states that this does not turn good people into evil: 
it just forces websites to step up their security.



The Firesheep Incident

Kantian Analysis

Utilitarian Analysis

Virtue Ethics Analysis

The author of Firesheep 
claimed that by releasing the 
browser extension, he helped 
to make web sites for secure 
for their business and their 
users. 

Was this the right 
thing to do?



The nice guy’s dilemma

Greg is a bona-fide good person and a first-year 
computer science student. He reads news about 
security exploits every day.

This morning, he reads about a big bug in a Linux 
package. He downloads an exploit script to test it out 
on a lab machine.

Greg could run the script and see if he can become 
super user in the Linux system of his university.



The nice guy’s dilemma

Kantian Analysis

Utilitarian Analysis

Virtue Ethics Analysis
What should he do?

The university has an appropriate 
computer usage code that states 
that one should not attack the 
system.

Greg could try the exploit and 
see if it works. If it works: (1) he 
would learn something about 
security; (2) he could tell the 
sysadmin which would help her 
know of the vulnerability.



What else?


